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The Quantum Imperative:
Addressing the Legal
Dimension of Quantum 
Computers

Quantum computers are legal things which are going to affect our lives in a tangible manner. 
As such, their operation and development must be regulated and supervised. No doubt, the 
transformational potential of quantum computing is remarkable. But if it goes unchecked the 
development of quantum computers is also going to impact social and legal power-relations in a
remarkable manner. Legal principles that can guide regulatory action must be developed in order
to hedge the risks associated with the development of quantum computing. This article contributes 
to the development of such principles by proposing the quantum imperative. The quantum 
imperative provides that regulators and developers must ensure that the development of quantum 
computers: (1) does not create or exacerbate inequalities, (2) does not undermine individual
autonomy, and that it (3) does not occur without consulting those whose interests they affect.
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uantum computers are legal things. They may 
also be strange,1 spooky2 or ‘weird and wonderful’.3 But 
the tendency to describe them in such colourful terms 
must not distract from the fact that quantum computers 
are ultimately not a thing of magic, but technological tools 
that are bound to affect our lives in a tangible manner. 

As such, their development and their operation raise a host of legal  
questions. Some of those questions relate to the way in which technology 
conditions  human behaviour.  Like  legal norms, technological  norms  can give 
effect to human choices by granting rights or restrict choice by prescribing  
specific modes of action. Other legal questions arise in connection with the 
long-recognized propensity of tools to enhance the powers of some and to 
deprive others of it. Indeed, the ability to access tools was deemed to be of 
such significance for the relative status of a species that the qualifier Homo 
(Homo sapiens, Homo habilis etc.) was reserved to those of our human ances-
tors who could access tools and was withheld from those who could not. 4 

	 It might be an exaggeration to equate the relation between those who 
have access to quantum computers and those who do not with the relation 
between the first humans who could make Oldowan tools and those 
who could not.5 But there is no doubt that the remarkable potential of 
quantum computing will, if unchecked, also impact social power-rela-
tions in a remarkable manner. In order to hedge the risks associated with 
quantum computing it is important to develop legal principles that can 
guide regulatory action concerning quantum computers. This article 
aims to contribute to the development of such principles by proposing a 
three-pronged quantum imperative. The quantum imperative provides 
that regulators and developers must ensure that the development of 
quantum computers: 

  
1. does not create or exacerbate inequalities,

2. does not undermine individual autonomy,

3. does not occur without consulting those whose interests they affect.

Before turning to a detailed consideration of the quantum imperative 
in section 4 of the article, it is helpful to consider briefly the essential 
characteristics of quantum computers (section 2) and the legal issues 
associated with their development and operation (section 3). 

2. CHARACTERISTICS OF QUANTUM COMPUTERS

When describing the characteristics of quantum computers it is tempting 
to begin by explaining the difference between qubits and bits, the collapse 
of the wave function or by relating the tale of Schrödinger’s Cat. I shall not 
do this here.6 Often, the presentation of the technical details of quantum 
computers makes it harder to detect the underlying legal questions. No 
doubt, a detailed regulation of quantum computers eventually requires 
a detailed understanding of their characteristics. However, for the purposes 
of understanding the big picture – the overarching legal questions –it suffices 
to know three things: first, quantum computers exploit several phenome-
na of quantum mechanics – including superposition and entanglement 
– to perform extremely complex calculations. Second, the construction 
and operation of quantum computers involves high costs and expertise. 
Among other things, they require an ultra high vacuum and ultralow 
temperatures (at times as low as -273.15°C). This means that 

it is unlikely that quantum 
computers will be widely available 
for the foreseeable future. Finally, the 
computational power of quantum com-
puters is superior to that of classical 
computers but only with respect to very 
specific use cases. This means quantum 
computers will not replace classical com-
puters. But they can perform specific 
tasks that classical computers cannot 
perform or take a very long time to execute. 
For example, Google has claimed that its 
quantum computer can resolve a math-
ematical problem which would take con-
ventional computers around 10,000 ye-
ars to complete in less than 4 minutes.7 
	 Consequently, states and companies 
are investing significant sums into the 
development of quantum computers. The 
European Union is funding quantum 
computer technology with €1 billion, 
the German government committed €2 
billion. The USA and China are also fighting 
for dominance in the field with the help 
of ambitious funding programmes and in 
close cooperation with private companies 
such as Google, IBM, Alibaba and Baidu. 
It is still too early to predict the 
applications of quantum computers in an 
exhaustive manner. But likely use cases 
concern the resolution of problems 
that could help, for example, to optimize 
the distribution of limited resources 
like vaccines (quantum optimization).8 In  
the field of communication, quantum 
computers could be used to transmit 
information in a way that is impossible 
to decrypt (quantum communication).9 
Quantum computers could also facili-
tate the simulation of molecules, in the 
context of medical research (quantum 
simulation).10 Finally, quantum sensors, 
which are significantly more sensitive than 
conventional devices, could improve the 
function of navigation instruments 
(quantum sensing).11

	 There is no question that quantum 
computers have the potential of ma-
king positive contributions to society 
across all of these four fields of application. 
However, from a legal point of view, their 
development and operation is far from 
unproblematic. In the next section, I will 
explain why that is the case before 
proposing the quantum imperative as 
a strategy to address these issues in the final 
section.

Q
1. INTRODUCTION
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3. LEGAL ISSUES ASSOCIATED 
WITH THE DEVELOPMENT AND

OPERATION OF QUANTUM 
COMPUTERS

In order to explain the urgency of legal 
guidance in this area, this section provides 
a sketch of the most pressing legal questions 
associated with the development (A) and 
the operation of quantum computers (B).

A) LAW AND THE DEVELOPMENT 
OF QUANTUM COMPUTERS

The most important legal issue with respect 
to the development of quantum computers 
concerns the way in which the standards 
conditioning the operation of quantum 
computers are set. The development of 
quantum computers does not follow a pre- 
determined logic. It is shaped by countless 
decisions of those who build and 
programme them. These decisions are 
never normatively neutral and they have 
long-lasting consequences. 
	 The decisions concerning the design of 
technology are never neutral because they 
are, by necessity, coloured by the values, the 
convictions of the developers, by imagined 
use cases and by the historic and social 
context within which they are embedded. 
The discovery of the exact features of the 
atom, for example, did not necessitate the 
construction of a nuclear bomb. The nuclear 
bomb was constructed because individual 
scientists and individual politicians decided 
that this was a desirable course of action 
in light of a raging world war.12  With 
respect to classical computers, the fact that 
modern computers were developed in 
the English-speaking USA meant, for a 
long time, that standard internet protocols 
could only handle standard English 
characters as opposed to non-Latin 
scripts or non-English characters of the 
Latin alphabet. The focus on the standard  
English alphabet was not mandated 
by any technical necessity. It was simply a 
reflection of the language spoken by the 
early programmers. The implications of 
the decision to develop the nuclear bomb 
are of course more profound than the 
linguistic limitations of internet protocols. 

But both decisions are value judgments and affect the interests of a  
significant number of stakeholders. They are political decisions and they 
are also decisions of legal significance because they engage questions 
of how best to coordinate competing interests within a society.13 

	 Decisions concerning the design of technology can also have long- 
lasting consequences because decisions once taken ‘tend to become strongly 
fixed in material equipment, economic investment, and social habit’. 14 
Thus, the decisions of quantum computing’s pioneers will inevitably shape 
the development and use of quantum computers in the future. Already, 
it has been observed that the commercial actors involved in the develop-
ment of quantum computers have started to protect their developments by 
patents,15 making subsequent modifications difficult. 
	 One area where early standard-setting is going to be of particular sig-
nificance relates to the fact that quantum computers output the results of 
their calculations in terms of probabilities.16 In other words, they present 
the result of their calculations as the result that is most likely correct. This 
 probabilistic nature of quantum computers means that they can at times 
produce wrong results.17 Thus developers of quantum computers and 
quantum algorithms must decide which margin of error they are willing to 
accept and which degree of probability they require before a result can be 
communicated as the correct one. In cases where the stakes are low, a low 
degree of certainty might be defensible. In other cases, when the stakes are 
high – in the medical sector, for example, a higher degree of certainty might 
be required.18 With respect to these standard-setting decisions developers 
of quantum computers can exercise a significant degree of discretion. From 
a legal point of view, this is concerning since these decisions could affect 
the interests of others even at a very early stage of development. 

B) LAW AND THE OPERATION OF QUANTUM COMPUTERS

The most pressing legal issue concerning the application of quantum 
computers relates to their anticipated ability to overcome conventio-
nal encryption protocols. Conventional encryption methods utilize 
mathematical problems that are easy to solve in one direction but 
very difficult to solve in the opposite direction. An example of 
such a problem is prime factorization which is commonly used to 
encrypt information. Using two prime numbers, eg. 4513 and 5693, it 
is easy and fast to determine their product (25 692 509). However, it is 
much more difficult to identify the two prime factors that, when 
multiplied, provide the pre-defined product of 25  692 509. While 
there is presently no known (non-quantum) algorithm that could iden-
tify these prime factors, one of the first quantum algorithms, ‘Shor’s 
algorithm’, is able to determine the prime factors even of large num-
bers relatively quickly.19 This means that quantum computers will soo-
ner or later be able to circumvent existing encryption mechanisms, 20  

threatening to undermine the integrity of ‘digital signatures that protect 
financial transactions, secure communications, e-commerce, identity 
and electronic voting’,21 for instance. Consequently, privacy interests of  
individuals, intellectual property and financial interests of companies and 
national security interests of states would be at risk. 
	 Although large scale quantum computers do not yet exist, the risks associ-
ated with quantum cryptography are particularly serious since future quan-
tum algorithms could be used to decipher information retrospectively. 22 
That means it is possible to collect conventionally encrypted data now 
and to decrypt it once sufficiently powerful quantum computers become 
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available at a later stage. 
Against this background, it is crucial to develop strategies to avoid that the 
development and operation of quantum computers leads to a situation 
where, on the one hand, there are actors who have unlimited access to 
previously protected data and can communicate in encrypted form and, on 
the other hand, actors who have no access to quantum technology and are 
more or less at the mercy of the former. 

4. THE QUANTUM IMPERATIVE

Recognizing both the potential and the risks associated with the 
development and operation of quantum computers, the quantum 
imperative proposed here provides that regulators and developers must 
ensure that the development of quantum computers:

	 1. does not create or exacerbate inequalities,
	 2. does not undermine individual autonomy,
	 3.  does not occur without consulting those whose

interests they affect.

The imperative’s first element addresses the problem that quantum com-
puting, like any technology,23 risks privileging in the first place those that 
have access to it.24 The ability to analyze larger masses of data, to produce 
better measuring instruments, to develop vaccines or to transmit infor-
mation more securely will be of little benefit to those who lack access to 
quantum computing. This inequality can play out among individuals,  bet-
ween individuals and companies, among companies, between companies/ 
individuals and states, and, on a geopolitical level, among states. In 
view of the high costs and expertise involved in the construction and 
operation of quantum computers there is a risk that the high-tech global 
North will gain a significant ‘strategic advantage, while other nations fall into 
“quantum poverty”.’’ 25 Steps must therefore be taken to ensure that the ad-
vent of quantum computers does not lead to the creation or exacerbation 
of inequalities between the privileged and underprivileged, between the 
rich and poor, between North and South. One way for states and corporate 
actors to avoid being left behind is of course to invest in their own quan-
tum infrastructures if they are able to do so.
	 However, the singularly most important implication of the first element 
of the quantum imperative is to take measures that grant equal access to 
quantum technologies. This could be achieved, for example, by granting 
access through cloud services: companies, organizations, states who own 
quantum computers could make certain computer capacities available 
to others via the internet for certain periods of time. This model is particularly 
attractive because it provides access to quantum computers from any 
location. A prominent example of such a cloud solution is IBM’s 
‘Quantum Experience’.26 Of course, cloud solutions do not solve the prob-
lem of hardware standard setting by a very limited number of actors. But 
they could at least mitigate the uneven distribution of hardware and en-
able the participation of scientists/enthusiasts from all over the world in 
the research and development of quantum computers. 
	 In cases where those possessing quantum technology provide 
access to their infrastructures voluntarily, legal,  regulatory measures 
might not be required. However, states should certainly be prepared to 
consider enacting legal norms in this area. Experiences concerning the 
management of shared resources in space, in the deep sea and, most 

recently, concerning the distribu-
tion of Corona vaccine dosages show 
that it might be necessary to keep 
profit-favouring tendencies in check by 
legal means. Examples of such regulato-
ry measures could include limiting the 
material or temporal scope of patents or 
to make technology transfers obligatory in 
certain areas.27

	 The imperative’s second element urges 
regulators and developers to ensure that 
the advent of quantum technologies does 
not undermine the ability of individuals 
to lead self-determined lives. This element 
differs from the first since it is not defined 
in relational terms but stipulates that 
individual autonomy is in itself a good 
worthy of protection. As explained above, 
it is especially the ability of quantum 
computers to overcome conventional 
encryption mechanisms that threatens 
individual autonomy. Regulators must 
ensure that the potential of quantum 
communication is not used to undermine 
existing security infrastructures or data 
protection. Quantum technologies offer 
authoritarian states (or, indeed, any state)  
very potent tools to control their po- 
pulations,  putting at risk civil society actors 
in particular. Certainly, quantum technology 
could also enhance the autonomy of civil 
society actors by offering them a possibili-
ty to communicate in a tap-proof way. But 
the advent of quantum communica-
tion could also lead to a lack of access to 
information, to less transparency and to 
a loss of autonomy if states use quantum 
technology to fragment the global internet 
by setting-up self-contained, impenetrable 
online environments.28

	 Regulatory measures to pre-empt such 
developments could entail licensing re- 
quirements for quantum algorithms  
capable of overcoming conventional  
encryption protocols or contemplating 
whether already existing export restric-
tions on arms and related goods should 
be extended to cover quantum techno-
logies. States have already taken first steps 
in this regard by adding certain quantum 
technologies to the list of goods whose 
export is controlled by the provisions of the 
Wassenaar Arrangement.29 However, the 
Wassenaar Arrangement is not legally 
binding and regulates only the export 

56 MORALS + MACHINES 1/2021

https://doi.org/10.5771/2747-5174-2021-1-52 - Generiert durch IP 62.146.109.131, am 03.02.2026, 08:35:03. © Urheberrechtlich geschützter Inhalt. Ohne gesonderte
Erlaubnis ist jede urheberrechtliche Nutzung untersagt, insbesondere die Nutzung des Inhalts im Zusammenhang mit, für oder in KI-Systemen, KI-Modellen oder Generativen Sprachmodellen.

https://doi.org/10.5771/2747-5174-2021-1-52


of quantum technologies as opposed 
to the use of quantum technologies by 
states against the interests of their domestic 
populations, for example. Thus, additional 
steps might be necessary in the future. 
	 Additionally, individuals can make 
autonomous choices concerning their 
interaction with and acceptance of quantum 
technologies only if they possess at least 
a basic understanding of  their power. The 
physicist Richard Feynman once said, 
‘anyone who claims to have understood 
quantum theory has not understood 
it’.30 Such descriptions of quantum 
computers are unhelpful. They erect 
a barrier between experts and ordinary 
members of the public.31  Those who 
develop quantum technologies must make 
a serious effort to explain both the 
potentials and the risks associated with 
quantum computing in the interest 
of protecting the ability of individuals 
to make autonomous choices concer-
ning their relationship with and view of 
quantum computing. This can be done 
without entering into intricate debates of 
quantum mechanics: one does not need 
to know how nuclear fission works in 
any detail in order to get a sense of the 
devastating consequences of a nuclear 
bomb. Possible formats for educating 
the public about quantum technologies 
include outreach programmes by scientific 
institutions, teaching the basics of 
quantum physics at school, or public/
private awareness campaigns. A good 
example is a current initiative by CERN, 
which offers a range of free online lectures 
that introduces interested members 
of the public to quantum computers.32

	 The imperative’s second element 
is closely related to the third which 
provides that the development of 
quantum computers must not occur 
without consulting those whose interests 
they affect. This third element responds 
in particular to the problems 
identified above concerning the setting 
of technological standards by a select group 
of actors. The personal‚ scope of this 
element is intentionally broad. If social 
acceptance of quantum computers is to 
be achieved, it is crucial that develo-
pers of quantum computers do not 
merely educate others about quantum 

computers but discuss the potentials and risks of quantum 
computers openly and ensure that the teams of engineers and 
programmers working on quantum computers reflect the diversity of 
society. 
	 Further, regulators must ensure that fundamental decisions concerning 
the design and operation of quantum computers do not escape democratic 
oversight and control. Acknowledging that technical norms can have 
 the same enabling or limiting effects as legal norms, their establishment 
should be subjected to the same scrutiny. This means states should consider 
making institutional arrangements that allow for the public supervision of 
the decision-making processes that concern the development of quantum 
computers. Given the complexity of both the issues raised by quantum 
computing and of regulatory approaches in the innovation sector, it is 
too early to make detailed recommendations in this regard. One possible 
approach could be the establishment of an authority licencing and super-
vising those entrusted with the development of quantum computers. Such 
an authority could be modelled on existing systems regulating the legal 
or medical professions. An alternative approach could be to regulate not 
(only) the developers but (also) their products by imposing registration 
requirements on hardware or software, for example.33 Of course, care 
must always be taken to ensure that regulatory measures do not hinder 
the development of quantum computers or deter investment in this 
technology. However, given the enormous potential of quantum 
computers to exacerbate inequalities and to undermine individuals’ 
autonomy it is essential to ensure that quantum computers do not escape 
democratic oversight.
	 The quantum imperative is intentionally addressed to both the regulators 
and developers of quantum computers. The primary responsibility, at 
least from a legal point of view, of ensuring that the development and 
operation of quantum computers complies with all relevant legal norms lies 
of course with legislators and governments. However, given the technical 
complexity of the subject matter at hand it is also crucial for scientists and 
developers of quantum computers to be aware of and to act in accordance 
with the significant degree of responsibility that they bear for developing 
quantum computing in a manner that is politically, legally, socially 
acceptable. In the words of Carl Friedrich von Weizsäcker, scientists must 
at all times ‘carefully consider the larger context within which technical-
economic progress occurs’. 34 This requires critical reflection upon the 
reasons for developing a particular quantum device and whose interests 
the development of that device affects.
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5. CONCLUSION: 

It should be acknowledged that the quantum imperative proposed here can only be a first sketch of the key principles that regulators 
and developers need to keep in mind. As the development of quantum computers progresses, the contours of the legal framework go-
verning the development and operation of quantum computers will emerge more clearly. In some respects, new legal norms will need 
to be enacted. In others it might become apparent that the three elements of the quantum imperative are already adequately reflected 
in existing norms concerning, for example, non-discrimination, equality, democratic governance structures. In either case, key questions 
that will need to be answered concern the tolerable degree of inequality between stakeholders affected by quantum computing, a better 
understanding of the way in which quantum computing interferes with or enhances an individual’s autonomy, and how to strike a ba-
lance between commercial and public interests. The imperative’s third element explicitly allows for engagement with these questions. In 
particular, it invites the question whether there might be other important values, apart from equality and autonomy, that should be taken 
into account when regulating quantum computers. 
	 When contemplating the regulation of quantum computers, one should, however, also keep in mind that despite their novelty, many 
of the issues they raise are not new. As indicated in the introduction, questions concerning the power-conferring nature of technology 
have been around since the first humans discovered the first tools. For sure, just like quantum mechanics, quantum computers approach 
‘very old problems from a new direction.’ 35 And it is a significant challenge to identify how exactly existing legal norms concerning non-
discrimination or equality apply to quantum computers. But one should be careful not to overstate the extraordinary nature of quantum 
computers from a legal perspective. Doing so risks calling into question long-established norms protecting individual autonomy, regula-
ting power-imbalances and addressing inequalities in society.
	 Finally, one could argue that the legal assessment of the risks associated with quantum computers is unduly pessimistic. Certainly, the 
development of quantum computers can impact society positively. The advent of quantum computing could allow, for the first time, for 
the truly private and anonymous exchange of information, it could revolutionize medical research, optimize financial transactions and 
assist states with law enforcement. But pursuing these objectives does not conflict with addressing the concerns outlined above. To the 
contrary: leaving the detrimental risks associated with quantum computers unaddressed could hinder the full realization of quantum 
computing’s positive potential. Individuals, corporations and states are going to be much more open to a technology whose detrimental 
side-effects have been acknowledged and hedged by the quantum imperative.
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